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Abstract—Network Management Systems are often challenged
by the need to manage networks comprised of a very large
number of elements. Effective testing of performance, capacity
and stability of these management systems often
requires significant and, at times, cost-prohibitive investment
in equipment and computing resources. This paper presents a
method which leverages commercial cloud computing services for
conducting large-scale tests of Network Management Systems.
This method involves instantiation of large numbers of virtual
network elements via the cloud computing infrastructure. After
the network of virtual elements is up, it can be used for
performance testing of the Network Management System.
Considerations for evaluating, planning and implementing this
method are discussed. Finally, a case study demonstrating the
application and effectiveness of this method is presented.

Index Terms—Cloud computing, Communication system
operations and management, Computer network management,
Large-scale systems, Software testing

[. INTRODUCTION

N recent years, there have been a proliferation of large-scale

distributed communication systems. The advent of Voice
over Internet Protocol (VoIP), low cost computing elements,
and ubiquitous IP networking provided the ability to deploy
large scale networks of communication elements. Furthermore,
communication protocols such as the Session Initiation
Protocol (SIP) [1] enabled the creation of communication
architectures in which much of the functionality and
complexity of the communication system is embedded in its
endpoints. As managed elements grow in functionality, the
management complexity - for example, in terms of required
configuration parameters, monitoring capabilities, testing and
operational facilities for each function - grows accordingly. To
effectively manage a large scale network consisting of
thousands or tens of thousands of managed elements, a
Network Management System (NMS) must be designed to
accommodate the scale, distribution and complexity of the
managed elements.

Software testing is part of any commercial software endeavor
[2]. Developing an effective NMS solution for a large set of
managed elements distributed across a network is no different
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and requires the ability to effectively test that solution.

A test should be able to provide feedback to designers on
how well the NMS handles its tasks, with regard to the
following aspects:
1.Performance — key application metrics, such as: CPU

utilization, network throughput and response time define

application performance. For example, how much time
performing management tasks would take, considering the
expected number of managed elements, as well as the
topology, capacity and latency characteristics of the
communication network?

2.Capacity — are data structures, storage facilities, and so on
correctly sized?

3. Usability — is the user-interface designed to provide effective
user interaction for large amounts of elements?

4.Reliability — Does the NMS perform in a reliable manner?

A typical testing strategy for an NMS application is to test it
with the actual elements it needs to manage (Fig. la). This
gives a high degree of assurance that it will function correctly in
real-life conditions with these types of elements. Large-scale
networks of managed elements present a challenge in that
regard: procuring and setting up a test involving a large number
of real elements is a costly and lengthy undertaking.
Large-scale deployment tests are therefore often attempted
using a simulated environment.

Creation of a simulated environment using general purpose
commercial simulators (Fig. 1b) is a common industry practice.
However, setting up such tools to simulate a large scale
network of relatively complex elements presents certain
challenges. In particular, using one physical simulator deployed
on a commercial server with a single or a small number of
CPUs is restricted by the simulator’s limited processing
capability and memory. At some point adding more simulated
elements will impact the simulator’s performance. Using
general purpose network simulators such as those provided by
Gambit Communications [3] and AdventNet [4] introduces
additional challenges, such as handling the full gamut of
management protocols by which elements might be managed,
and simulation of element-specific business logic.

In recent years, advances in operating system virtualization
technologies coupled with commercial reasons to consolidate
computing services have introduced new ways to provide
computing resources. New ways which realize a long-held idea
of computing as a utility [5]. The term cloud computing is often
used to describe “A pool of abstracted, highly scalable, and
managed compute infrastructure capable of hosting
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end-customer applications, that is billed by consumption” [6].
In particular cloud computing services (such as [7]-[12]) can be
utilized to create a computing or networking platform of
considerable scale and power, in a way that is cost-effective to
applications with varying scalability requirements. In some
cases, cloud computing is used to provide software services
(“Software as a Service” or SaaS model, for example [13]). In
other cases, development platforms are offered (“Platform as a
Service” or PaasS, for example [8][9][14]). In yet another type
of service, resources such as storage and CPU are provided to
the service’s users as infrastructure for their own applications
(“Infrastructure as a Service” or laaS which is also known as
“Utility Computing” [15], for example [7][10][11][12]). These
types of services can be combined. For example, [aaS can be
used to provide SaaS. One of the advantages of this approach is
that undifferentiated tasks (for example, hardware costs,
maintenance and utilization) no longer take the majority of
time, energy and money [16]. Exact definitions of the different
types of cloud computing services are still being debated [17].
In this paper, we will use the term cloud computing to refer to
the latter type, namely “Infrastructure as a Service”.

This paper presents a method for NMS performance testing
which is based on off-the-shelf “Infrastructure as a Service”
cloud computing service. We describe our experience using this
method for developing and testing a commercial NMS that
manages a distributed system consisting of thousands of VoIP
private branch exchange (PBX) networked through SIP.

Several companies (for example, BrowserMob, SOASTA
and LoadStorm) provide cloud-based performance testing
products. These are used to test web applications and are
utilized by recording, editing and running -either user
interactions or HTTP(S) traffic. NMS testing which is
discussed in this paper is different in a few aspects. The method
suggested therein requires only a minimal infrastructure apart
from the one provided by the cloud computing service itself.
Furthermore, using emulation agents instead of recorded
HTTP(S) traffic has advantages like: writing application level
test cases instead of low level scripts, emulation of
element-specific business logic and flexibility in the
communication protocols that can be wused. Additional
cloud-based performance testing approaches have been
suggested [18], all of which clearly differ and complement the
method described therein.

The remainder of this paper is organized as follows: section 2
describes the cloud-based testing method in detail, delves into
considerations for its usage and elaborates on its planning and
implementation phases. A case study is presented in section 3
that describes the application of section 2 to solve a real world
NMS performance testing challenge. The case study includes
selected results, efforts summary and gained insights.
Concluding remarks then follow in section 4.

II. CLOUD-BASED NMS PERFORMANCE TESTING

A. Method Description

The following method is proposed (Fig. 1c¢):
1. An element agent, mimicking the behavior of a real managed

element with regard to management interaction is developed.
Unlike traditional emulation/simulation frameworks, the
agent design can be simplified to mimic a single element on a
single operating system/computer instance. In some cases the
agent can be the original element’s software adjusted to run
without the underlying hardware.

2. The element agent is stored on the cloud in a reusable format
for execution on a virtual server instance.

3. Test scripts instantiate as many copies of the element agent as
needed over the cloud computing infrastructure, running
each instance on a unique virtual server identified by a
unique IP address.

4. The NMS is tested to work against the cloud network.

5. The testing scripts shutdown the virtual servers.

6. Test results are analyzed and any required fixes to the NMS
Software are implemented.

7.Steps 3 to 7 can be repeated with gradually increasing
number of element agents until the NMS meets its scalability
and quality goals.
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B. Analysis

The cloud-based method has several advantages and
disadvantages compared to other approaches (that is, testing vs.
real elements or running a simulator).

In terms of validating the correct operation of the NMS at the
functional level, testing vs. real elements seems to be a more
prudent approach compared to simulation-based approaches,
including the cloud-based method. The complexity of the
managed elements is such that one can never be sure that a
simulator or emulation agent will perfectly mimic the behavior
a real element would exhibit. Hence at least some tests should
be done against the actual elements the NMS is expected to
manage.

Simulation-based approaches have some advantages over
testing with real devices:

1. Availability: the simulator might be available before the real
element is produced, allowing tests of the NMS to be
conducted before the real-element has been developed to the
point where it could be tested against.

2. Simulators provide options to test abnormal conditions that
might be difficult and costly to test using a real element.
Cloud-based testing is a variation of the simulation-based

approach. Compared to procurement/development of a

simulator/emulator and execution on servers located in the

testing lab, it has the following advantages:

1. Very large scale tests can be easily conducted: At the time of
writing of this paper, there are cloud computing services, for
example, [7], which provide user accounts with the ability to
run thousands of instances. Once an element agent capable of
being instantiated on the cloud service had been produced,
instantiating thousands of instances is as easy as instantiating
a single instance.

2. As the computing resource is rented per-use, a test plan can
be devised to make efficient use of the project’s testing
budget, testing configurations of different sizes and paying
just for the actual time and resources used in each test run (as
opposed to procurement of a server farm, or renting servers).

3.Elimination of the costs associated with procurement,
maintenance and operation of a set of physical servers,
including space, power and cooling requirements.

4. An application deployed on the cloud could be easily opened
for access by the public. This flexibility can be handy for
running limited-time demos of large networks (for example,
for partners and potential customers in trade-shows).
Compared to other approaches, Cloud-based testing has

certain disadvantages, or issues that need consideration before

the method is used to solve a particular testing challenge.

Like other simulation-based approaches, it does not provide the

level of certainty that the NMS works correctly as testing with

real elements. The level of certainty could grow in cases where
the approach of re-using the real element’s software as a basis
for an emulation agent is applicable. This approach might offer
additional advantages to using a wholly synthetic simulator, as

a variety of management protocols might be tested and the

behavior exhibited by the real element’s internal business logic

has a higher likelihood of being modeled correctly, without
going through lengthy analysis and simulator design phases.

A basic premise of cloud-based testing is that some software
elements - the element agents and, potentially, the NMS - will
run on infrastructure that is not owned by the testing
organization. This has the following implications:
1.Intellectual Property issues: Cloud computing vendors

typically provide various security measures to assure that

their customers’ information (including software files) will
not be disclosed to other users of the cloud computing
service. And yet, the potential for such a disclosure is
probably higher than for tests conducted in a lab that is
disconnected from the outside world.

2.Cloud computing providers might have their servers
deployed globally. In some cases, there might be export
restrictions on certain pieces of software that might place
restrictions on where software could be run.

Other points to consider when evaluating cloud-based
computing relate to the difference between the computing
resources offered by the cloud and that available in other
methods that offer greater control for the tester. For example,
some operating systems, like VxWorks or Microsoft Windows
Embedded for Point of Service, might be problematic to run on
off-the-shelf cloud computing infrastructure.

The underlying hardware of a cloud element agent instance
would often be different than the real element’s hardware. This
can have an impact on the response time of the element (an
important factor and one which might have a non-linear
/complex effect on the NMS’ performance). Typically, a
network element will have less memory and a less powerful
CPU than the most powerful instance available from a cloud
computing provider. This is an advantageous situation in
comparison to a situation where the real element is faster than
the cloud element. The developer who creates the element
agent can ‘cripple’ the element agent (e.g., by introducing
delays) in order to have a response time profile which is as
close as possible to a real element’s response time profile. It is
noted that there are NMS performance tests which can be done
regardless of the response-time difference between a real
element and an element agent. For instance: testing the NMS
for the correct amount of thread-pool parallelism, testing the
scalability of the NMS’ user interface with a lot of real time
data and testing the NMS in a more stressful scenario caused by
the faster response time.

To conclude — an analysis should be made to evaluate the
applicability of the cloud-based testing method for a particular
scenario. There are significant benefits for using this method.
However, it cannot be used to completely replace traditional
tests that use real managed elements.

C. Planning

The planning phase of the cloud-based testing method
includes several steps:
1. Determining the focus of the test
2. Planning the test configuration
3. Selecting a Provider
4. Creating a detailed test plan

To determine the focus of the test, one needs to identify
which aspects of network management are to be tested, such as



network discovery, configuration, monitoring, and so on. A test
might focus on validating a particular design choice, for
example, parallelism and thread pool size optimization,
scalability of the wuser interface, or on operational
characteristics, for example, the time it takes to perform a
certain task.

The NMS might be expected to function in a noisy and
unreliable network communication environment, and the test
might be required to validate that. To do so, one might plan the
deployment of a special network library on the cloud instances
for emulating problems such as network delays or packet
losses.

Next, one needs to determine what elements would be
deployed on the cloud - the element library to be created. The
type of elements to be deployed, their software versions and
initial configuration is determined at this stage. For instance,
one can choose to emulate a typical customer configuration or a
configuration that emulates initial installation.

The type and number of elements might influence
deployment strategies. One needs to evaluate the possibility of
running multiple element agent instances per cloud instance.
This option can save cost and enable testing of a number of
elements that is much larger than the maximum number of
cloud instances that a cloud provider might allow.

The hardware configuration for the NMS should also be
decided upon. The tests can help devise those requirements if
those are not fixed yet. If those are fixed then the performance
tests can help devise usage guidelines for running the NMS in a
large scale network setup (for example, performing a
management task such as distribution of configuration to a
large network should be done in chunks of no more than a
specific number of elements at a time).

To test performance independent of the bandwidth and
latency characteristics of the connection between the testing lab
and the cloud, one can run the NMS itself on the cloud (Fig.
1d). This deployment option might be required if the network
elements need to communicate with the NMS in ways that
might violate the testing lab organization’s firewall access
policies.

Selecting a cloud computing provider involves several
considerations. A basic requirement is that the provider’s
infrastructure can support running the element agents and
possibly the NMS. These software pieces determine operating
system, memory, CPU and storage required on cloud instances.

The provider should support the maximum number of
instances the test calls for at an acceptable price point to the
project. Legal related matters (for example, compliance with
export restrictions, to be determined by the type of software to
be tested, by specific government restrictions and by the
physical location of the cloud computing infrastructure) need to
be complied with.

Providers differ in the type of access they give to instances
(for example, SCP/SSH/full vs. limited file system access), as
well as in cloud management tools and APIs, and sharing
facilities between users of the cloud. These, in turn, might make
it easier or more difficult to deploy and operate a test on a
particular provider’s infrastructure.

Finally, one should write a detailed test-plan that takes into
account the choices made through the planning process. We
suggest adopting the following gradual multi step approach:

1. Verifying correct operation vs. a small set of real elements.

2. Synthetic population of the NMS databases through testing
scripts with data emulating a large deployment.

3.Creating a functional local ‘hardware-less’ element (for
example, running the element’s software on a regular Linux
machine without all the underlying networking hardware).

4. Uploading the image to the cloud and running one secure and
functional cloud element agent instance.

5.Starting with small scale simple tests and gradually
increasing the complexity and number of instances involved
in the tests.

III. CASE STUDY

In this section we present a case study in which we applied
the cloud-based testing method to meet a NMS performance
testing challenge. We describe considerations for choosing the
cloud-based method, elaborate on the planning and
implementation phases and present selected results and amount
of invested effort and costs.

Avaya Communication Manager Branch Edition is a Voice
over P telephony switching system typically deployed in small
branch offices of larger organizations. An organization might
have thousands of these switching elements deployed, and
networked together through SIP. The Network Management
System, Avaya Communication Manager Branch Edition
Central Manager plays a key role in facilitating the deployment
and operation of those thousands of telephony systems. It has
facilities that allow a network administrator to easily change
behaviors (such as a telephone set feature-button mappings) in
a consistent manner across those thousands of telephony
switches. Our challenge was to develop and test that this NMS
can meet its performance requirement — being able to perform
management tasks for networks consisting of hundreds and
thousands of telephony switching elements.

A. Options

We have been required to validate the design of the NMS vs.
a large scale network of hundreds of elements, within a fairly
short schedule. We had several options to choose from.

While we have used up to 20 real elements in early stages of
the design validation, we have found the option of using
hundreds of real elements to test large configurations to be
invalid, due to the cost of the hardware, ongoing maintenance
and the physical facilities required to support such a
deployment in our lab.

Developing a home grown simulator was ruled out because
of the estimated amount of effort involved and the limited
scalability available when running on a single commercial
server. Furthermore, the protocol used for managing the
elements was based on Web Services. The general purpose
network simulators that we had supported SNMP and were
therefore not suitable. Hence, we chose to develop and use the
cloud-based method, seeing that it had the potential of meeting
all our requirements in a scalable and cost effective way.



B. Planning

We planned to test only the remote configuration aspects of
the managed element via its Web Services APIs and not the
managed element’s telephony services. Among the areas that
we planned to test were: NMS’ CPU and memory utilization for
different tasks including checks for memory leaks,
functionality tests, optimal size of the thread pool and
successful completion of many configuration jobs running in
parallel.

For the element, we decided to re-package the real-element’s
embedded management software layer as a stand-alone element
agent running on a Linux OS with stubs emulating the missing
real-elements’ software and hardware layers.

In terms of deployment configuration, we planned to have
the NMS deployed in our lab and communicate through our
company’s firewall to the elements deployed on the cloud.

At the time the test was planned, during the first months of
2008, Amazon Web Services (AWS) [7] cloud computing
service provided all the required functionality: Linux-based
images with full root access, ability to run hundreds of
instances, no initial cost and pay for use pricing model. In
addition, AWS included extensive documentation, a
management console (the Elasticfox Firefox add-on) and a
programmatic Web Services-based management API. AWS
stood out as one of the leading cloud computing suppliers in the
market and for all those reasons it was a natural choice.

We planned to start with one type of element with a very
basic configuration and expand the test gradually, testing only
the remote configuration aspects and without introducing any
noise to the network.

C. Implementation

Prior to running tests on the cloud, we have gone through the
two initial steps described in section 2C: verifying correct
operation vs. a small set of real elements and synthetic
population of the NMS databases through testing scripts. A few
problems, such as inefficient database queries or queries
running inside loops, were fixed during the second step.

Following these steps, we have verified that a
‘hardware-less’ element can run and respond as a real element
from a configuration perspective. We then created one secure
and functional cloud element agent, putting in place some
security measures. To setup an emulated Avaya
Communication Manager Branch Edition element on the cloud
we uploaded the element files to a running instance, tweaked
very few files to adjust them to the image’s specific Linux
flavor and stored the image on the cloud. For instance and cloud
administration we have used command line management as
well as the Elasticfox Firefox add-on, which greatly simplified
the management of AWS. As a safety measure against failure of
these management facilities, we have written a simple Java
application to enable quick bulk shutdown of cloud instances
through a Web Services API.

D. Test Results

We gradually increased the number of tested elements from
one element to two elements and then to 20 elements with
almost no problems during the process. Then a 300-instance

test was performed. This test allowed us to detect a few
problems (for example, in our thread-pool design) previously
undetected. Through insight gained observing CPU and
memory utilization, we have found it beneficial and safe (in
terms of reliability) to significantly increase the size of our
thread pool. We have found optimizations to be required in
some configuration areas, and that the user-interface had a few
usability issues related to the scale and performance
characteristics of the network.

The goal which was to test the operation of the NMS in a
large-scale setup and define specific areas for improvement
was achieved. None of the problems mentioned above surfaced
during the small-scale testing. The large-scale tests facilitated
by cloud computing enabled us to greatly improve the
reliability of our NMS software.

E. Effort and Cost

It took a total of two staff-weeks to initiate, develop and
conclude the cloud-based testing. This includes mainly the
development effort of the element agent but also the study of
the cloud provider environment, writing of the management
scripts and running the actual tests. The cost of using the
provider’s cloud for initial tests was less than $10. The
300-instance test took 4 hours to complete. Multiplied by a cost
of $0.1 per instance CPU-hour resulted with a cost of $120 for
this test.

IV. CONCLUSIONS

In this paper, we proposed a method for performance testing
of network management systems using commercial cloud
computing infrastructure. The method involves preparing and
storing images of managed elements on the cloud. Images that
can be run later in large numbers using the cloud computing
service in order to simulate large scale networks for NMS
testing purposes. A case study presenting this method’s
application to a commercial NMS performance testing
challenge testifies to its applicability and cost effectiveness.

The method could also be used on a private cloud created
anyhow by the enterprise, a trend predicted in [19]. This would
alleviate the legal and security concerns described in section 2.

The appeal of the suggested method may increase as the
number of providers offering cloud computing services
increases. Price reductions and introduction of additional
features (e.g., support of additional operating systems) would
also serve to increase its applicability to various scenarios.

Finally, the method could be adapted to test other types of
software applications that could benefit from the abstraction,
scale and flexibility offered by cloud computing facilities. For
instance, while our test focused on the network-management
aspect of a communication network, tests focusing on the actual
operation of such a network could be conducted as well.
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